Fourth generation wireless systems (4G) are likely to reach the consumer market in another 4-5 years. 4G comes with the promise of increased bandwidth, higher speeds, greater interoperability across communication protocols, and user friendly, innovative, and secure applications. In this article, I list the requirements of the 4G systems by considering the needs of the users in the future. These requirements can be met if technical and business challenges can be overcome. Technical challenges include mobility management, quality of service, interoperability, high data rate, security, survivability, spectrum, intelligent mobile devices, middleware, and network access. I discuss the most plausible solutions to these technical challenges in this paper. Businessrelated challenges include billing, payment methods, pricing, size of investments, content provision and mediation, and the trade-off between richness and reach. If these technical and business challenges can be met, then 4G will become the next frontier in data and voice communication infrastructure.
I. INTRODUCTION
The world is experiencing a surge in the usage of mobile devices and mobile services. The worldwide wireless voice adoption rate in 18 countries in 2004 exceeded 68%, with countries like Hong Kong and Italy experiencing adoption rates exceeding 100% [Brosnan, 2005] . Although wireless systems are still primarily used for voice communication, the demand for wireless data services is growing quickly. The number of mobile Internet users is expected to exceed 74 million by 2007 [Brosnan, 2005] . The number of mobile phone users exceeded the number of fixed line phone users for the first time in 2002 [ITU, 2003] . Analysts believe that the number of mobile Internet subscribers will exceed the number of fixed Internet subscribers around 2007 and will reach 1700 million subscribers worldwide by 2010 [Ha et al., 2003 ]. At about the same time, 75% of the network operators' revenue will come from data traffic [Katz and Fitzek, 2005b] . As the population of the world becomes more technologically knowledgeable, the average annual household expenditure for telecommunications services will continue to rise and will reach 2% of the annual household income by 2015 [Brosnan, 2005] .
Fourth Generation Wireless Systems: Requirements and Challenges for the Next Frontier by I. Bose Clearly, fixed line services and subscriptions are on the decline and wireless subscriptions are on the rise with some families 'cutting the cord' by canceling their fixed line services and becoming fully wireless. Stat/MDR, a consultancy firm in the USA, estimated that about 29.8% of all wireless subscribers in the USA will become 'mobile only' by 2008 [Wheelock, 2004] . Several developments contributed to this increasing popularity of wireless systems.
1. The declining cost of mobile voice and data services. Most mobile service providers adopted a flat-rate pricing for usage of a fixed but large number of minutes per month, which proved quite popular with consumers.
2. The growing interest in new types of applications that depend specifically on wireless systems. Examples of such applications include mobile financial services (mobile banking mobile payments, mobile ticketing), mobile gaming and entertainment services (mobile television, mobile music, multiplayer mobile gaming, multimedia online role playing games, mobile sports, video on demand, mobile gambling) [Varshney and Vetter, 2002] , mobile healthcare (mobile telemedicine, mobile healthcare data center) [Varshney, 2005a] , vehicular mobile commerce (diagnostics and safety messaging, highway and traffic management, entertainment on-the-go, vehicular advertising, emergency management) [Varshney, 2005b] , mobile auctions [Varshney, 2002] , mobile home management [Katz and Fitzek, 2005b] , mobile travel guide, mobile inventory management [Mathew et al., 2004] , mobile logistics [Dekleva, 2004] , mobile office [Fjermestad et al., 2006] , among others.
Juniper Research forecasts:
• the revenues generated from mobile gaming, currently US $3.1 billion, will reach US $18.5 billion by 2009
• the revenues generated from mobile music services will reach US $9.3 billion in 2009 from US $3.6 billion in 2004, and
• the revenues for mobile sports services will increase to US $5 billion in 2009 from a mere US $600 million in 2004 [Juniper Research, 2005] .
These new applications which are often grouped under the umbrella of mobile commerce or mcommerce will continue to evolve over the next few years and gain more popularity among users. At the same time, the wireless telecommunications infrastructure grew significantly in the last decade. From a pure voice-based service, wireless systems evolved to a voice and data based service. The wireless systems progressed rapidly from the first (1G) and second generations (2G) of systems to the third generation systems (3G). Although the 3G system is still being deployed in several countries, leading telecommunications companies are devoting effort and resources to developing the fourth generation wireless technology (4G) that can become operational by 2010. In the forefront of these companies is Japan's DoCoMo which plans to devote a research budget of US $91 million to developing this state-of-the-art technology [Rocks, 2004] . It is generally accepted that 4G wireless systems will overcome the limitations of the existing wireless systems, support new applications that are increasing in popularity, provide enhanced content management and delivery using higher bandwidth, support interoperability of heterogeneous networks, provide efficient resource allocation for maintenance of quality of service (QoS), and use an all-IP architecture that will allow easy mobility management of users. Despite these promises, 4G wireless systems must still overcome several challenges before 4G promises can be delivered to the full satisfaction of future customers.
II. DEFINITION OF 4G
What 4G will be is not clearly defined. However, the earliest vision about 4G (often termed as the 'linear vision' of 4G) is that it will be a super-enhanced version of 3G. That is, an entirely packet Fourth Generation Wireless Systems: Requirements and Challenges for the Next Frontier by I. Bose switched network with all digital network elements, and a high available bandwidth of 1 Gbps standstill and of 100 Mbps in motion. This view is much more prevalent in Asia than in other places of the world. Another definition of 4G (often termed as the 'concurrent vision' of 4G) is that it will be a convergent platform that will consist of heterogeneous networks and heterogeneous systems. This view is more prevalent in Europe [Katz and Fitzek, 2005b] . For example, Walter Konh Suser of Siemens stated that "the transition to 4G will not be a change in interface technology as with UMTS but it promises to integrate different modes of wireless communications -from indoor networks such as wireless LANs and Bluetooth, to cellular signals, to radio and TV broadcasting, to satellite communications" [Duda and Sreenan, 2003] . Researchers believe that 4G will be much more than an advanced version of 3G. 4G is definitely not another technology driven approach, not another new access scheme, nor another extension of the capabilities of current mobile systems [Katz and Fitzek, 2005a] . The researchers' vision of 4G consists of five key elements:
1. fully converged services that allow seamless, secure, and personalized delivery of services to users, 2. ubiquitous mobile access that transcends different types of networks working on different technological standards, 3. diverse user devices that are adaptable and intelligent, 4. autonomous networks that provide self-management according to the needs of the users, and 5. dependency on mobile middleware agents that simplify activities and provide transparency to users [Evans and Baughan, 2000] .
The network supporting 4G will have a heterogeneous, distributed, and all-IP architecture so that users will be able to access it anytime and anywhere. 'Integration' will be the key word for 4G. It will be backward compatible with 2G, 2.5G, and 3G systems, and will be fully IP-based. The all-IP feature will allow integration with many systems from satellite broadband to 3G systems. Although it is hard to provide a clear definition of 4G, NTT DoCoMo is defining 4G by introducing the concept of 'MAGIC', an acronym for Mobile multimedia communications; Anywhere, anytime with anyone; Global mobility support; Integrated wireless solution; and Customized personal service [Sun et al., 2001] .
III. MIGRATION TO 4G
The first generation (1G) wireless telephony was designed in 1970s. Its implementation was based on analog techniques and cellular structure of mobile communications. The main limitations of the 1G system was that, because of analog voice signaling, the quality of communication was low and the use of the spectrum was inefficient.
The second-generation (2G) mobile technology was primarily used for voice transmission and was based on digital signal processing techniques. The competitive rush to design and implement digital systems gave rise to a number of incompatible standards for 2G such as GSM (Global System Mobile), CDMA (Code Division Multiple Access), TDMA (Time Division Multiple Access) and PDC (Personal Digital Cellular) [Ibrahim, 2002] . The 2G system was a significant improvement of the 1G system it terms of quality. It allowed increased bandwidth and better security.
2.5G, an interim step that was introduced to entice users to move on to 3G services, was an extension to 2G with data service and packet switching methods. GPRS (General Packet Radio Services) and EDGE (Enhanced Data GSM Environment) were used in 2.5G to allow Internet access from mobile devices.
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To reconcile the incompatible standards and to introduce higher data transfer rates, the 3G system was developed. 3G allowed better handling of multimedia including voice, data, and video and it also provided flexibility in terms of routing. Two technical standards are currently in use for the 3G systems. They are the WCDMA and the CDMA 2000. The third standard that is being developed indigenously by China is known as TDSCDMA. Although 2.5G and 3G technologies promised data transfer rate up to 384 Kbps and 2 Mbps respectively, the average throughput per user is not expected to be more than 171 Kbps in busy hours [Zahariadis, 2003] . This speed is just adequate to meet voice, basic data communications, and wireless Internet access. It is true that 3G can support multimedia Web-based services at a much higher speed and quality than 2G/2.5G. However, the current deployment of 3G includes the following limitations [Zhen et al., 2002] :
• Difficulties to extend to higher data rates with CDMA due to excessive interference between services • Difficulties to satisfy different QoS and performance requirements for diverse variety of multimedia services due to constraints imposed on the core network by the air interface standard • Saturated bandwidth allocation for 3G • Difficulties to support global roaming across heterogeneous networks like cellular, fixed wireless, satellite etc.
• Difficulties to support high speed mobile access and provide various services from narrowband voice to wideband multimedia Internet browsing 
IV. REQUIREMENTS FOR 4G
In the last three and a half decades wireless systems moved from being used only for military and scientific communication to affecting the everyday life of a large portion of the globe. As the technology evolved over time, the needs of the users and the services also changed. Initially, the wireless systems were designed only to carry voice communication. As the Internet became more and more popular, users felt the need to access the Internet through their mobile devices. This attitudinal change gave rise to the requirement of data communication through wireless systems. The transformation from 1G to 2G was fueled by the requirement to improve quality of voice communication. The transformation from 2G to 3G was fueled by the need to allow voice and data communication through the mobile devices. An important question to answer is therefore what will be the requirements that will speed up the transformation from 3G to 4G.
BANDWIDTH
We can easily see from the statistics reported in Section I that the bandwidth needs of the users are changing. Downloading and sharing of photos, ringtones, movie clips, patient diagnostic images are all bandwidth intensive activities. New applications include mobile television with fullmotion video and real-time videoconferencing. Although SMS is still popular with users, it is likely that, with the right pricing, MMS will become as popular or more. If customers avail themselves of some of the mobile commerce activities described earlier, they will demand greater bandwidth. The current data connections through traditional cellular networks provide bandwidths below 100 Kbps and less when the user is inside a building [Yang et al., 2004] . Indeed the bandwidth must increase.
SEAMLESS ACCESS, INTEROPERABILITY, AND CONVERGENCE
One of the problems that all users of mobile devices currently face is the lack of universal and seamless access due to unavailability of a global standard. It will be of great benefit to consumers in the future if any type of mobile device is able to work in any type of network, be it Wi-Fi, cellular, or satellite networks. Interoperability implies that there will be no need to use a laptop for data analysis, mobile phone for conversation, PDA for checking the user's calendar, and TV for viewing sports events. Life will be simpler if all devices converge to a universal mobile device that allows plug-and-play in any type of network environment and supports all activities that users want. Furthermore, such access will work unhindered when the user travels between regions and even in transit.
QUALITY OF SERVICE
Current wireless systems do not provide an assurance of quality. Latency and jitter are two problems that affect all wireless systems. These problems will become more pronounced in the future as delay sensitive applications become more common. For example, remote telemedicine in emergency situations imposes stringent restrictions on delay, jitter, and packet loss. The common approach of overprovisioning capacity may not work because many multimedia rich, bandwidth intensive applications are running at the same time and vying for capacity. A fair resource allocation scheme that is adaptable to network conditions, allows prioritization of traffic, is easy to implement, and provides cost savings is needed in future wireless systems.
EFFICIENT USE OF FREQUENCY SPECTRUM
Frequency reuse is a characteristic of wireless systems and techniques like FDMA, TDMA, and CDMA allow multiplexing of channel frequency between users to allocate a constrained resource intelligently among contending users. But the number of users of mobile services is increasing at a tremendous rate as well. This is evident in the increasing adoption of mobile services in the two most populous countries in the world, China and India. Although new frequency bands were released for wireless systems, it may not be sufficient to support such large number of Fourth Generation Wireless Systems: Requirements and Challenges for the Next Frontier by I. Bose subscribers. More advanced techniques for frequency sharing and channel reuse will be required in the future.
MOBILE DEVICES
Mobile devices advanced in the last decade both in appearance and functionality. Black and white LCDs gave way to multi-pixel color screens. The weights of devices decreased, chip and battery design improved, and Internet access became commonplace. So far, however, mobile devices play a passive role in generating options in call and content management. In most cases, the functionalities provided by the mobile devices are not automatic but user driven. For future applications, the devices will need to incorporate more software support to make them adaptable, location aware, context sensitive, and more attuned to serving the needs of the user without requiring user intervention.
PERSONALIZATION
At present, mobile services contain few personalized features in them like screensavers and ringtones. Future mobile services will demand 'deeper' understanding of the users' needs and the time of a specific need. Recommendation systems will be an integral part of mobile services in future. Every mobile device will act as an agent to represent the user in activities and transactions ranging from automatic bill payments to making reservations at a local restaurant [Zhang, 2003] . If the user is looking to buy a used car the mobile location based service should search used car Web sites belonging to the locality and alert the user when (s)he is in the immediate vicinity of a dealer offering cars that the user prefers.
CONTENT AND BILLING
Multimedia rich content that includes streaming or recorded video or interactive gaming is available in today's wireless systems. However, it usually comes from the same content provider and does not change according to the location and needs of the user. Future wireless systems will allow users more choice of content from a number of content providers. Obviously billing will become more complicated because many network service providers and content providers will be involved. However, the same simplicity of billing that is a hallmark of today's wireless systems will have to be maintained in spite of the complexities involved in content management.
SECURITY AND PRIVACY
Viruses and spam are a common feature affecting mobile services. For example, at least 30 variants of mobile virus for the Symbian operating system are known [Martin, 2005] . As more mcommerce activities take place, the threats of malware and phishing will only increase. Although many users believe that m-banking is advantageous, they are reluctant to take advantage of it due to security concerns. Future wireless systems need to be more secure in terms of better authorization, authentication, integrity, and non-repudiation, and need to improve the user perception about the security of the provided services. Since future mobile services will be more personalized the user related data will be of great importance and the wireless systems will have to ensure the privacy of the data related to user preferences and user transactions.
In addition to these requirements consumers will expect that the 4G wireless systems will be backward compatible with the earlier wireless systems. Given the slow adoption rate of 3G it is likely that consumers will adopt 4G slowly as well. So there will be a time period with significant overlap between 3G and 4G. At the same time, it only makes sense if the 4G systems will make use of the existing infrastructure for the earlier wireless systems. A large amount of investment went into building that infrastructure. An attempt to reinvent must be avoided. All the eight requirements that I listed above in this section act as drivers for the next generation wireless systems. When I compare my list of drivers for 4G with that available in the literature I find four main drivers for 4G: (1) personalization, (2) seamless access, (3) QoS, and (4) intelligent billing [Ballon, 2004] . An alternative view of the drivers for 4G include high bandwidth, lower cost, Fourth Generation Wireless Systems: Requirements and Challenges for the Next Frontier by I. Bose spectrum availability, new applications, and integration of wireless technologies [Forge, 2004] . Some researchers include multitude of diverse devices, predominance of machine-to-machine communications, location dependent applications, QoS, dynamic networking and air interfaces, improved coverage, and improved and dynamic spectrum usage as the key drivers for 4G [Evans and Baughan, 2000] . Whatever the list of drivers for 4G may be, a number of technical and business hurdles must be overcome to achieve the requirements specified in this section.
V. TECHNICAL CHALLENGES FOR 4G SYSTEMS
Several technical issues need to be resolved before practical implementation of 4G is possible.
Research is ongoing to find feasible solutions to overcome the technical hurdles. This section describes the various technology related challenges that will be faced by 4G systems and possible solutions that current technology offers to meet these challenges.
MOBILITY MANAGEMENT
In 4G systems, mobility may occur in two ways: (1) by the user moving from place to place (personal mobility) and (2) by the user accessing the network using different devices at different places (terminal mobility). For example, a user may access a video message using a desktop computer at work, a PDA on the road, and a laptop at home. In terminal mobility the user moves through the network while accessing the application using the same mobile device. Management of personal mobility can be achieved in 4G systems by using the Session Initiation Protocol (SIP) [Raivio, 2001] . It can help to locate one or more IP addresses where the user can receive multimedia streams so the user can change the access device without notifying the callers. The protocol of choice for terminal mobility is mobile IPv6. In mobile IPv6, each mobile device will have a permanent 'home' IP address and a 'care-of' IP address. In the roaming mode, the call will be forwarded to the 'care-of' address and the caller will be notified of this forwarding. Because mobile IPv6 is not designed for real time communication, service disruptions are possible during handoffs. The most important aspect of terminal mobility is to provide the capability for seamless vertical handoffs (when users move between different wireless systems) as well as horizontal handoffs (when users move between cells) in 4G systems. For handoff situations, the challenge is to authenticate and manage user profiles and to allow transparent movement to users.
The solution to this problem is to develop preemptive context aware handoff. For example, if the user is moving from one location to another on a train, it can be predetermined which access points of which networks should take up the call during the course of the journey. This situation may be preprogrammed in the operating systems of the handheld device [Prehofer et al., 1999] . In 4G systems, vertical handoff becomes a necessity due to the converged nature of the networks. Vertical handoff is complicated because several factors must be considered before vertical handoff can take place. The information about available bandwidth and traffic condition, cost of operation, and reliability of operation of the different available networks have to be considered and a complex multi-network optimization problem has to be solved before the decision to handoff to a different network can take place. [McNair and Zhu, 2004] . Figure 1 shows how a vertical and horizontal handoff may take place in a 4G network.
Fourth Generation Wireless Systems: Requirements and Challenges for the Next Frontier by I. Bose Stratospheric communication [Chao et al., 2002] can also be used for mobility management in 4G systems. In this technology, a balloon filled with helium or an unmanned aircraft provides a mobile platform in the sky, about 20 km from the surface of the earth. There will be several such platforms in the sky that will be linked by wireless to form the backbone. The platforms will be able to position themselves on spots where emergencies or disasters happen. Stratospheric communication offers several advantages including
QUALITY OF SERVICE (QOS)
The current wireless systems can be broadly classified into two categories: non-IP-based and IPbased. With the development of 4G systems, all these networks will converge to a single transparent network. This convergence creates a QoS challenge because different wireless systems will have different properties such as bit rates, channel characteristics, bandwidth
• low signal attenuation • small transmission delay • large coverage that remains unaffected due to terrain (compared to terrestrial networks)
• lower cost of installation and operation (compared to satellite networks)
• higher flexibility for emergency management.
UMTS WLAN GSM Horizontal Handoff Vertical Handoff
Fourth Generation Wireless Systems: Requirements and Challenges for the Next Frontier by I. Bose allocation, fault-tolerance levels, and handoff support [Varshney and Jain, 2001] . Existing networks can guarantee QoS by the use of bearer services proposed by the 3G Partnership Project [Hui and Yeung, 2003 ]. However, bearer services are inadequate for guaranteeing end-toend QoS in 4G networks as multiple wireless networks will be involved. To guarantee end-to-end QoS in 4G networks, developers will have to improve the current QoS schemes at the packet, transaction, circuit, user, and network levels [Varshney and Jain, 2001 ].
Another concept which should become popular with 4G systems is the idea of 'always best connected' [Droma et al., 2003] . In this scenario, it is imagined that the user mobile device will have the embedded intelligence to automatically switch between different types of services (e.g., wireless to satellite or vice versa) according to need in a transparent manner. The device will be programmed to find the service which provides lowest delay or lowest price-to-performance ratio according to the need specified by the user. This arrangement should improve utilization of network resources and provide higher QoS on a real-time basis in 4G systems.
Since 4G systems will use the higher frequency band for transmitting signal, they would be subjected to severe frequency selective fading. Robust modulation and demodulation schemes like OFDM will tackle this problem [Zahariadis, 2003] . In OFDM, orthogonal waves are multiplexed in one time symbol waveform. Since several narrowband channels are used in parallel in OFDM, they will prevent large scale performance degradation in a severe frequency selective channel. With OFDM it will be feasible to design 4G systems with high data rates in public hotspots with high density of population.
An important component of QoS assurance is resource allocation. Since 4G systems will need to accommodate different types of users and applications with different QoS needs, the appropriate allocation of network resources will be quite challenging. A possible solution is the presence of a network resource manager who will monitor the utilization of the network on an end-to-end or linkby-link basis and adaptively allocate and shuffle bandwidth on an as-needed basis [El-Sayed and Jaffe, 2002] . Another important task will be to reserve bandwidth for high priority users. The network resource manager will be complemented by the call admissions control manager who will possess global information about all available and in-use resources and will have the ability to grant or refuse connections based on the condition of the network and the value of the previously agreed upon call drop probability [Niyato and Hossain, 2005] .
SECURITY
The existing security schemes for 2G and 3G networks are inflexible and are not suitable for use in 4G networks consisting of different technologies and devices. This inflexibility largely results from the fixed sizes of keys and fixed encryption and decryption algorithms that work for specific networks. With 4G networks, a flexible security system needs to be designed. One of the major challenges is that different networks in a 4G system may use different security protocols, which may or may not be compatible. Handling the security of a transaction seamlessly during handoffs will be complicated. It is probable that a third party security provider will be used to oversee that security protocol transfers take place smoothly during handoffs. For example, tiny SESAME is a lightweight, reconfigurable security mechanism that can provide security services for multimedia applications in 4G networks [Hui and Yeung, 2003 ].
INTEROPERABILITY
Since operators will deploy networks with multiple standards and protocols, 4G systems will allow interconnection with different networks and provide seamless and robust universal mobility. An all-IP based architecture will be used for 4G systems [Marques et al., 2003 ]. The traditional ATM backbone networks will be replaced by an all-IP backbone that will handle IP traffic and VoIP calls. A prototype all-IP architecture is shown in Figure 2 . The all-IP 4G system will be compatible with all common network technologies. It will include the Broadband Radio Access for IP-Based Networks (BRAIN) project from Japan [Kim, 2003] . The common all-IP based core network will be commonly accessed by five different layers [Ha et al., 2003 ]. These layers include:
• a digital broadcast layer which will carry television signals,
• a cellular layer which will carry voice traffic,
• a hot spot layer which will carry data traffic,
• a nomadic layer which will be used for private wireless data access, and
• a personal network layer which will carry short range communication between household devices.
HIGH DATA RATE
To maintain high data rates, smart antenna systems have been proposed for 4G wireless systems [Bria et al., 2001] . Smart antenna systems combine multiple antenna elements with intelligent and powerful signal processing such as spatial processing, auto-tracking of desired signals, and digital beam forming. Since 4G systems demand more bandwidth, two additional unlicensed frequency bands were identified on top of those frequency bands used currently by 2G and 3G mobile systems. One of them is in the range of 5GHz and the other is in the range of 60GHz [Varshney and Jain, 2001] . Because of the operation of 4G in the higher frequency bands, propagation loss increases. This loss will be compensated for by the power gain of the smart antenna. To achieve good channel conditions, Adaptive Modulation and Coding (AMC) will be used to respond to feedbacks received about channel conditions and allow different data rates to be assigned to different users based on their channel conditions. 4G systems will provide repeated frequency change during a single call (i.e., frequency hopping). This technique will increase the available bandwidth because frequencies will be reused more often within an area [Bria et al., 2001] . 
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Fourth Generation Wireless Systems: Requirements and Challenges for the Next Frontier by I. Bose SURVIVABILITY 4G systems will contain more fault tolerance capabilities to avoid unnecessary network failure, poor coverage, and dropped calls. In a typical cellular network when any level fails, all levels below it are affected. This failure condition happens because the network is designed as a tree topology. The 4G network design will be survivable enough so that it can make use of strategies to reduce the impact of failures. One suggestion is that hierarchical cellular network system or overlapping heterogeneous wireless networks will provide better survivability to 4G systems [Hui and Yeung, 2003; Tipper et al., 2002] . During restoration of a failure, it will be important not only to re-instate the connection but also to make sure that the promise of QoS made at the beginning of the transmission is maintained. It is likely that the boundary between two constituent networks in 4G will have a software manager that will continuously monitor both networks. Before a call is handed off to a new network, the software manager will signal the reliability and/or the availability of the destination network. In case of failure, the software manager will be able to direct the call to a different network or to refuse the call altogether.
SPECTRUM
The allocation of the frequency spectrum for 4G services is a major challenge. The frequency bands in the range of 806-960 MHz and 1710-1885 MHz are used by the GSM and PCS systems worldwide. The initial frequency bands allocated for 3G services included the 1900-2025 MHz and 2110-2200 MHz bands. In the future, as 3G becomes more popular and the number of subscribers increases, the bands 806-960 MHz, 1710-1885, and 2550-2690 MHz will be used [Zahariadis, 2003] . The 4G networks of the future will support a high number of users and a high data throughout rate. Researchers speculate that 4G services will operate at higher and less congested frequency bands like the 5 GHz and 60 GHz. Some problems are, however, associated with these two frequency bands. Many WLAN systems operate at the 5 GHz band and interference is a problem at 60 GHz. The choice of frequency spectrum for 4G is not clear and the frequency spectrum allocation will take place in 2007 [Katz and Fitzek, 2005a] . Since it is still a long time to the allocation of the frequency it is a challenge to design a wireless system without knowing the characteristics of the channel. In the future we will need a closer integration between the spectrum allocation bodies operating worldwide so that interests of all parties can be satisfied and the frequency bands allocated are known immediately to designers.
INTELLIGENT MOBILE DEVICES
It is believed that the mobile device to be used in 4G systems will be much more sophisticated than the ones used at present. The intelligent mobile device will be used at both the sender and the receiver ends. The most important component of the device will be the smart multiple antennas that will use three techniques: diversity, beam forming, and spatial multiplexing [Katz and Fitzek, 2005b] .
• Diversity means the antenna elements will be widely separated from one another so that supported channels fade independently. Such diversity will be a necessity for smart antennas in order to handle complex handoffs.
• Beam forming means the antenna will be able to combine signals when they receive or transmit so that they are directed in a preferred direction. Beam forming will help in establishing better connections and will allow the device to ensure the existing QoS of a connection.
• Spatial multiplexing allows better utilization of bandwidth by allowing parallel transmission of data from the different antennas at the same time. This arrangement is often refereed to as multiple-input-multiple-output (MIMO) [Rouffet et al., 2005] . MIMO will be necessary to support the high data rate for 4G applications.
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MIDDLEWARE
Researchers defined middleware as "an enabling layer of software that is used by application developers to connect their applications with different mobile networks and operating systems without introducing mobile awareness in the applications" [Varshney and Vetter, 2000] . The middleware in future 4G systems will be advanced and will allow reconfigurability of the network according to the needs of the user or the connection. It will serve multiple purposes such as accepting new connections, providing appropriate QoS to existing connections, creating new topologies, and discovering appropriate services and providers of those services [Prasad and Gavrilovska, 2001] . The middleware will also deal with managing user subscriptions, user preferences, and user profiles. An important task of the middleware will be to provide intelligent billing support. For that it will need to liaise with various service providers or their agents, collect information about services and network resources used, QoS parameters supported, and combine all that information in a single itemized bill to the user. The middleware will also play the role of an accounting clearinghouse and will decide which network service provider or content provider should get what percentage of the revenue generated from a connection [Gazis et al., 2002] . Finally, the middleware will play an important role in security management by controlling location privacy of users, end-to-end security of a connection, and protection of metadata related to users and service providers [Ganchev et al., 2004] .
NETWORK ACCESS
In 4G systems the mobile device will need to access multiple networks such as fixed wireless network, WLAN, satellite network, and cellular network. To access multiple networks it may be necessary to have an overlay network with multiple universal access points. The access points will perform a number of functions that will include translation of protocols and frequencies, negotiation of QoS for connections, and seamless handoffs, between networks [Varshney and Jain, 2001 ]. An alternative proposal for network access is the idea of software defined radio [Hui and Yeung, 2003] . In this arrangement, the multimode intelligent mobile radio devices will scan available networks as they appear and disappear and download needed software or drivers and reconfigure themselves for accessing networks when they anticipate handoffs. An important issue in this case is the download time of the software which must be small because the time between discovery of a handoff situation and actual handoff will be small as well. A third approach that can be used for network access involves the use of a common wireless access protocol such as wireless ATM [Varshney and Vetter, 2000] . Whether the network access is controlled by overlay network or the mobile terminal or the common access protocol, the choice of the access network will be determined by several factors such as accessibility, service capabilities, QoS, and cost. In exceptional situations, the network access may not be automatic but will need manual intervention of the user if, for example, the network usage cost exceeds the allowable credit granted to the user [Eijk et al., 2003 ]. Table 2 summarizes the technical challenges faced by 4G systems and proposed solutions to overcome these challenges.
SUMMARY OF TECHNICAL CHALLENGES
Fourth Generation Wireless Systems: Requirements and Challenges for the Next Frontier by I. Bose • 'Always best connected' for every network that the message passes through • Use of OFDM • Network control manager for adaptively allocating and shuffling bandwidth and call admissions control manager for allowing new connections Security
• Flexible security system that works with all participant networks
• Third party security provider
Interoperability
• Allow any participant network to communicate with each other in a seamless manner
• All-IP core network architecture that consists of several participant layers High data rate
• Propagation loss due to high data rate • Use of smart antennas in mobile devices with high power gain Survivability
• Failed connections • Software manager at boundary points between networks to restore connection with appropriate QoS Spectrum
• Choice of frequency band not clear
• Difficult to design a wireless system without knowing the channel • Security management of user connections and data
• Reconfigurability and management of user profiles and preferences • Liaise with multiple vendors, set standards, and act as clearinghouse • Provide location privacy, metadata privacy, and end-to-end security Network access
• Find most appropriate network for handoff or new connection while considering accessibility, service capability, QoS, and cost
• Overlay network with universal access points or multimode mobile terminals with software defined radio or common access protocol
VI. BUSINESS CHALLENGES FOR 4G SYSTEMS
Solving technological issues may not be enough for successful implementation of 4G systems. For 2G and 3G systems it was a common observation that better technology does not always payoff in the long run if the telecommunications service provider does not understand the business issues associated with the technology. For 4G systems, the following business related challenges are likely to play a significant role.
BILLING
With the launch of 4G systems, existing wireless technologies such as GSM, Bluetooth, and wireless LANs will be seamlessly integrated. This integration will be convenient for users as they will be able to use any system, any time, and anywhere. However, the existing accounting, billing, and charging systems need to be restructured to provide a central brokering service for all the services involved in 4G systems. Customers will subscribe to various service providers at the same time. But it will be quite troublesome for them to deal with the many service providers if there is no central agent helping them to handle all financial transactions. As a result, collecting, managing, and storing customers' accounting information from multiple operators will be a challenge in the development of 4G systems and will necessitate the development of a billing brokerage system [Hui and Yeung, 2003] . Another challenge will be to measure resource usage by the user. Since the user will be able to switch between technologies and move between networks it will not be an easy task to measure usage in each network and for each technology. Besides, this information will need to be collated for billing purposes. For this reason, a hierarchical distributed metering system will be needed in 4G systems [Jahnert, 2003] . While a distributed metering system will be able to capture the usage data, it will be a challenge to obtain useful and necessary pieces of information from the vast amount of usage data that will be gathered and shared between the billing meters. Any Fourth Generation Wireless Systems: Requirements and Challenges for the Next Frontier by I. Bose billing system to be used must also be flexible enough to incorporate changes in service agreements, service providers, technologies, and competitors' pricing policies.
PAYMENT METHODS
Currently, most of the bill payment methods adopted by individual 3G service providers include different payment options. These options include auto-payment via bank account or credit card, post, ATM, and over-the-shop-counter in person. It is most likely that monthly billing systems will be used for 4G systems as well since this cycle has been used widely in the industry ever since 2G systems. With increased acceptance of Internet shopping, it is likely that payment made by electronic cash, where anonymity can be promised to a certain extent, will become popular. A micropayment method will be a good choice for those users who can afford to lose one single small payment if they are not satisfied with the service quality. Service providers will also need to provide for prepaid services though the minimum value for such prepaid cards will be much higher than those available for 2G systems.
PRICING
It is not beyond anyone's imagination that price competition among 4G operators will be strong in the future. To attract customers, it would not be a good idea to put too much detailed pricing information in the first correspondence sent to potential customers. It will be in the interests of the operator to include some general price information in the broadcast advertisement messages and allow people to obtain further information via the Web. The charging model that the operators will use in calculating subscribers' bills will be a critical issue in 4G systems [Gazis et al., 2002] . It is advisable to develop a highly flexible, event-based and truly convergent charging model for services. Possible parameters on which 4G pricing model can be based include:
• Price per time unit It is also possible that service providers may use a combination of these metrics for pricing services. For example, the service providers may use duration-based pricing for real-time connections, and volume-based pricing for non real-time or background services. If the service providers allow the users to choose the QoS dynamically, then the pricing policy will vary from time to time. Instead of a static pricing policy, a dynamic pricing policy that takes into account the various technologies that are used in completing a call would be devised. An added complexity will be to consider the different service agreements entered into between users and service providers and to keep these details in perspective when pricing services for the user.
The operators will need to provide bundling of services (that may change from time to time according to user preference). According to user participation in separate bundled services over a given time period, they may be charged differently for the same service obtained from the same service provider. For this reason, a master software agent will be developed that will communicate with several agents responsible for each service bundle and will decide the right price the user must be charged.
SIZE OF INVESTMENTS
4G wireless networks will cater to the increased demand for accessing and transmitting high quality images and videos any time and anywhere. To tackle simultaneous transmission of multimedia data, higher available frequencies will be needed. With a shift to using higher frequencies, the propagation characteristics imply that the size of the mobile cells will become smaller. Hence, a larger number of base stations will be built outdoors as well as inside buildings.
Fourth Generation Wireless Systems: Requirements and Challenges for the Next Frontier by I. Bose As a result, huge investments will be needed to construct these additional base stations. In addition to that, 4G systems will also need smart antennas that will make up for the propagation loss due to operation in the high frequency band. These antennas will be expensive to install and maintain [Nakajima and Yamao, 2001 ]. In addition, by transmitting high quality video through the network, 4G systems will impose heavy traffic on the wired backbone network. Traffic load will eventually lead to upgrade of the wired backbone network and will require additional investment. It will be quite challenging for mobile service providers to recover these high investment costs and to break even by generating enough revenue in the long run [Zhen et al., 2002] . In a report using a European service provider as an example [Bjorkdahl, 2004] , the authors calculated that to recoup the investment on 4G, each mobile subscriber must contribute between £1.1 1 per month (in the best case) and £6.0 per month (in the worst case). This estimate is believed to be much less than that for 3G because 3G services were marked by exorbitant license fees. This calculation assumes no license fees for 4G. It also assumes that coverage for 4G services will be much less than that of 3G. Although, the average revenue generated from a mobile customer is not extremely ambitious, this estimate assumes that 3G services will gradually acquire and retain users in the next few years and that 4G services will gradually (rather than abruptly) replace 3G services by 2010.
CONTENT PROVISION AND MEDIATION
Since a vast number of value chain participants will be involved in 4G networks, a wide diversity of products and services will be made available to the public. Communication environments will be complex and heterogeneous in nature. All these factors enhance the need for intelligent mediation to efficiently engage and coordinate the service provision for the customers [Gazis, 2002] . Another major task of intelligent mediation will be to provide one-stop billing services to customers. The billing services will also be responsible for collecting related charging information from firms engaged in providing service processes, organizing them, and issuing a single itemized bill to customers. No one anticipated that Short Messaging Services (SMS) will gain so much popularity in 2G networks. Similarly, it is not clear which content or service will boost the popularity of 4G systems. However, it can be guessed that any of the mobile applications listed earlier like multi-party interactive video gaming, interactive television, disaster management applications, and video map-locator services will become popular applications in 4G systems.
RICHNESS VERSUS REACH
It is not known if the huge variety of services promised by 4G systems will act towards its benefit. The term richness indicates high level of sophistication and comprehensiveness of services and data whereas reach indicates how fast and how easily the services can be delivered to customers. Tradeoffs need to be made between richness and reach according to the current usage pattern of customers and their future demand for services. A prominent example that illustrates that richness may not be as important as reach is the pioneering 3G services iMode developed by NTT DoCoMo, the Japanese cellular phone operator [Barnes and Huff, 2003] . It is believed that the applications running in 4G systems must be simple enough to be used by millions of mobile terminals. The applications should be such that they follow the 'write once, run anywhere' paradigm [Munoz and Rubio, 2004] . The application logic must be clearly separated from the application execution environment and it must be device-independent. This means mobile gaming software that is installed in a 4G mobile device must work irrespective of whether it is in a WLAN environment or 3G environment. At the same time the applications developed for 4G mobile devices must be forward compatible with applications that will be developed in future and backward compatible with existing applications.
Fourth Generation Wireless Systems: Requirements and Challenges for the Next Frontier by I. Bose Table 3 summarizes the business challenges faced by 4G wireless systems and the proposed solutions to overcome these challenges. • Content to be kept simple using the 'write once, run anywhere' computing paradigm
SUMMARY OF BUSINESS CHALLENGES
VII. CONCLUSION
4G is the wireless frontier of the future. It promises to overcome the limitations of 3G systems and become the first true seamless and heterogeneous wireless system. Before the dream of 4G becomes a reality several technical and business challenges, as listed in this paper, need to be resolved. In mid-2006 a number of telecommunications service providers are involved in research related to 4G wireless systems, including AT&T, Hewlett Packard, NTT DoCoMo, and Sun Microsystems among others. Though some skeptics doubt the need for 4G, telecommunications service providers believe that increased competition and new applications will pave the way for this next frontier in wireless systems.
"As we provide higher transmission speeds the service will follow" Seizo Onoe of NTT DoCoMo [Rocks, 2004] .
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